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Policy Audit Tool 

To be completed and attached to any document which guides practice when submitted to 
the appropriate committee for consideration and approval. 
 
Please give status of Policy: Revised 
 

1. Details of Policy/Procedural 
Document 

 

1.1 Policy Number: CO014/06/2022 

1.2 Title of Policy/document: Information Sharing Policy 

1.3 Sponsor  Deputy Director of Performance, Information, 
Performance and PMO 

1.4 Author: IG Manager 

1.5 Lead Committee Governance Sub-committee 

1.5 Reason for policy/document: To set out clear rules (and associated authorisation 
governance processes) about what Information 
(Data) may and may not be shared, with whom, 
and for what purposes. 

1.6 Who does the policy affect? All CCG staff 

1.7 Are the National Guidelines/Codes of 
Practice etc issued? 

 

1.8 Has an Equality Impact Assessment 
been carried out? 

Yes 

2. Information Collation  

2.1 Where was Policy information obtained 
from? 

Existing policy 

3. Policy Management  

3.1 Is there a requirement for a new or 
revised management structure for the 
implementation of the Policy? 

No 

3.2 If YES attach a copy to this form.  

3.3 If NO explain why.  

4. Consultation Process  

4.1 Was there external/internal 
consultation? 

Yes 

4.2 List groups/persons involved SIRO, Information Governance Group 

4.3 Have external/internal comments been 
included? 

Yes 

4.4 If external/internal comments have not 
been included, state why. 

Yes 

5. Implementation  

5.1 How and to whom will the policy be 
distributed? 

 

All CCG Staff 

5.2 If there are implementation 
requirements such as training please 
detail. 

 

5.3 What is the cost of implementation and 
how will this be funded 

 

  



3 
 

6. Monitoring  

6.1 How will this be monitored Review of reported IG incidents by the Information 
Governance Group.  
CSO/ DSCRO require approved IG documentation 
before providing data access. 
IT Systems enforce access rules. 
 

6.2 Frequency of Monitoring March 2022 
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Version Control 
 
 

VERSION CONTROL 

Version Date Author Status Comment 

1.0 
25 February 
2013 

Mark 
Wilkinson, 

 Head of 
Informatics 

Final 
Minor update of 
previous PCT policy 

2.0  January 2015 
Mark 
Wilkinson  

Review 
Apply new national 
rules 

3.0 January 2017 
Mark 
Wilkinson 

Review 
Extended section 5 
- PIA, DSAs, PNs 

4.0 February 2018 
Gershon 
Nubour 

Review 

GDPR Compliance 
incl. reference to 
Data Protection 
Officer 

 

5.0 Feb2020 
Gershon 
Nubour 

Review 

Amended requests 
from police section: 
references new 
DPA. 

Added requirement 
to respect National 
Data Opt Out 

Removed 
References to 
EMBED 
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1. Introduction & Purpose 

This policy sits within the CCG Information Governance Framework and is concerned with 
Information (Data) Sharing and Confidentiality. 
 
There are specific rules and safeguards around the use and processing of Personal 
Confidential Data.  
In summary: 

• Patient data should be shared between Health and Care Professionals where required to 
directly support their care.  
 

• The management and sharing of Personal Confidential Data sets is carefully managed 
under strict information governance controls as described in this policy. 

 
The overarching approach for all other information is that information is shared unless there 
is a specific reason to withhold it (for example under a FOI exemption). 
 
Our purpose is to set out clear rules (and associated authorisation governance processes) 
about what Information (Data) may and may not be shared, with whom, and for what 
purposes.   We also make explicit requirements around data handling that ensures data is 
handled in a secure and confidential manner. The CCG requires all employees to comply 
with the current Procedures and Guidelines which are in place to implement this policy.  
 
2. Scope 
 
Throughout this document Information is taken to include individual level data, aggregate 
data and information, regardless of how it is held (e.g. electronic / printed / written).  
 
Systems 
All Information within the CCG (both electronic and paper based) falls within the scope of 
this policy.   CCG Information includes that held on Patient Information Systems, Finance, 
Risk, Human Resources and Payroll databases. 
 
Staff 
All users of CCG information including CCG employees and non-CCG employees who have 
been authorised to access and use such information. 
 
Information  
All information and data collected or accessed in relation to any CCG activity whether by 
CCG employees or individuals and organisations under a contractual relationship with the 
CCG. All information stored on facilities owned or managed by the CCG or on behalf of the 
CCG.  
 
 
3.  Definitions 
 
3.1 Data Controller and Data Processor 
 
The Data Protection Act uses the terms Data Controller and Data Processor where: 
 
“Data controller means a person who (either alone or jointly or in common with other 
persons) determines the purposes for which and the manner in which any personal data are, 
or are to be, processed” 
“Data processor, in relation to personal data, means any person (other than an employee 
of the data controller) who processes the data on behalf of the data controller.” 
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3.2 Direct Care and Indirect Care 
 
The Caldicott 2 review provides the following definitions: 
 
“How is Direct Patient Care defined? 
The Caldicott Review defined it as a clinical, social or public health activity concerned with 
the prevention, investigation and treatment of illness and the alleviation of suffering of 
individuals. It includes supporting individuals' ability to function and improve their 
participation in life and society. It includes the assurance of safe and high quality care and 
treatment through local audit, the management of untoward or adverse incidents, person 
satisfaction including measurement of outcomes undertaken by one or more registered and 
regulated health or social care professionals and their team with whom the individual has a 
legitimate relationship for their care. 
 
How is Indirect Patient Care defined? 
Defined by the Caldicott Review as activities that contribute to the overall provision of 
services to a population as a whole or a group of patients with a particular condition, but 
which fall outside the scope of direct care. It covers health services management, 
preventative medicine, and medical research. Examples of activities would be risk prediction 
and stratification, service evaluation, needs assessment, financial audit.” 
 
 
3.3 Information Governance Processes Enabling Safe Data Sharing 
 
The following lays down the CCG approach to ensuring the safe sharing of data: 
 

• Personal Confidential Data may only be shared where there is a legal basis 
  

• The CCG has a current “Data Protection Notification” registered with the 
Information Commissioner (not required after May 2018) 

 

• The CCG has “Subject Access Request Procedures” to support patients 
requesting access to data held about them on CCG systems 

 

• The CCG has a Board approved Caldicott Guardian 
 

• The CCG Board will appoint a Data Protection Officer in line with the requirements of 
the General Data Protection Regulations (GDPR) 

 

• The CCG holds an Information Governance log which contains details of Caldicott 
Guardian approved access to Patient Confidential Data  
 

• Staff must adhere to the CCG “Confidentiality Code of Conduct” which sets out the 
principles for handling confidential information and explains what this means in 
practice for staff 

 

• All CCG staff sign a confidentiality clause in their contract as they join the CCG.  It 
is the responsibility of all staff to ensure that they adhere to the CCGs policies and 
procedures and follow best practice 

 

• A Data Protection Impact Assessment (DPIA) will be carried out prior to new 
services or new information processing/sharing systems being introduced or where 
significant changes are being made to existing ones. A DPIA helps identify the most 
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effective way to comply with data protection obligations and meet individuals’ 
expectations of privacy.   

 

• Data use is managed within a framework of appropriate Information Governance 
documentation - including Information Sharing Protocols (Tier 1), Information 
Sharing Agreements (Tier 2), and Data Processor Agreements - copies of all relevant 
documents will be held by the CCG Information Governance Lead. The 
documentation makes clear what data may be used by whom for what purposes, the 
operational processes in place to ensure appropriate security/confidentiality, and the 
process for review.   

 

• Data sharing approval processes. The CCG IG lead ensures that appropriate 
documentation is completed and approved as necessary. If it relates to Patient 
identifiable information then the Caldicott Guardian is responsible for approval, 
otherwise the SIRO is responsible. Any areas of doubt are referred to the IG Group.  

      

• Privacy Notices are made available to the public, and staff. The purpose of this 
notice is to inform individuals of the type of information that NHS Sheffield CCG 
holds, how that information is used, who we may share that information with, and 
how we keep it secure and confidential. This is especially important when that 
information is person identifiable. We will be clear and open with individuals about 
how their information will be used, how they may gain access, their rights, and how 
they may raise a complaint if they feel the CCG has not fully complied with the Data 
Protection Act and the General Data Protection Regulation.  

 
 

3.4 Data Custodians 
 

• The GP practice is the Data Controller for data held on primary care systems 
(including systems provided to support Business Intelligence for the practice).  

 

• The Commissioning Support Organisation(s) CSOs / Data Services for 
Commissioners Regional Office DSCRO has a role as Data Processor for the 
practices and CCG.  

 

• The CCG is the Data Controller for the Commissioning data sets (including those 
coming from Primary Care, SUS and locally commissioned data sets). 

 

• The patient (Data Subject) has a right of access to personal data held about them. 
 
 
 
4  Process/Requirements 
 
4.1 Information and Data Sharing Rules 
 
General 
 
Information and data sharing is essential to support patient care and to facilitate operational 
processes.  
 
The following lays down the CCG approach for the sharing of Information and data: 
   

• Information / data use and sharing will meet legal requirements  
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• Access to Personal Confidential Data will be : 
o Where there is a legal basis 
o On a “need to know” basis 
o Using the minimum amount of information required 
o Within a secure system (technical and organisational) 

 

• The Legal basis for access to Personal Confidential Data (PCD) includes: 
o Explicit consent 
o A legitimate care relationship with the patient 
o A request under the DPA 2018 Schedule 2 Part 1(Paragraph 2). or a s251 of 

NHS Act 2006 approval which enables PCD to be processed without patient 
consent  

o Note re: Statutory Duties – we would only call upon statutory duties if we were 
asking to share PCD data where it was not covered by the above, e.g. if we 
needed information from another organisation to fulfil a statutory function, we 
may ask them to share their PCD with the CCG citing one of the CCGs 
statutory duties as a supporting factor which they would then use in making 
their decision about whether to share the data with the CCG (under secure 
arrangements) without the individual’s expressed permission.  Likewise, if the 
CCG was asked to share PCD with another organisation, then we would have 
to consider the legal basis which enabled this and whether the requesting 
organisation had statutory functions which supported their request and the 
sharing of information could be carried out in a secure way. 
 

• All information sharing must have agreed processes for authorising the use of  
Personal Confidential Data (approved via the Information Governance Group) 

 

• Where there is not an approved process already in place, the Caldicott Guardian 
holds responsibility for authorising (or not) the release of Patient Confidential Data  

 

• Individual consent to sharing information will be sought where appropriate / possible 
(for example in handling complaints or within approved Research Projects) 

 

• Any person-level data sharing with other organisations outside the CCG will be 
documented and reflected in authorized data sharing agreements and processes. 

 

• Transfer of data will be via approved secure processes (technical and 
organisational) to prevent loss or unauthorized access. 

 

• Formal Contracts or Data Processor Agreements will be in place where other 
organisations process data on the CCGs behalf (e.g. Commissioning Support 
Organisation) 
 

4.2 Direct Care 
 
The CCG Governing body agreed the following statement on 8 January 2015: 
 
“Sheffield CCG agree with the national view that ‘for the purposes of direct care, relevant 
personal confidential data should be shared among the registered and regulated health and 
social care professionals who have a legitimate relationship with the individual.’  
 
In order to enable delivery of the best integrated health and social care services to 
individuals in Sheffield we will share relevant personal health and care data between care 
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professionals involved in their care (this means sharing records across primary care, 
hospitals and social care organisations). This will be communicated to individuals, and will 
be facilitated by new technology that ensures the security of data and access by authorised 
staff only.” 
 
 
4.3 Other use of Personal Confidential Data 
 
When there is an apparent need for CCG staff to access Personal Confidential Data for 
other purposes these will be where there is a legal basis or supporting statutory duty, agreed 
with the data controller organisation – if there is any doubt about the basis these will be 
approved, or otherwise,  by the Caldicott Guardian on a case by case basis  
 

• CCG staff needing to access Personal Confidential Data in order to carry out their 
statutory duties will be appropriately authorized, named, follow Safe Haven 
working rules, and be recorded in the IG Log  (e.g. CCG staff providing an IFR 
service where patients’ consent is sought) 

 
 
4.4 Secondary Uses 
 

• Any Patient Confidential Data set flows to the CCG will be submitted securely to the 
NHS Digital Data Services for Commissioners Regional Office (DSCRO) or Business 
Intelligence service as appropriate. 

• All secondary use of patient data must comply with the National Data Opt Out which 
allows patients to prevent the use of their data for secondary purposes. 
https://digital.nhs.uk/services/national-data-opt-out 

• Use of any NHS Digital SUS sourced data must be in line with the CCG Data 
Sharing Agreement in place with NHS Digital  

• Patient Confidential Data may be linked to other data sets by the DSCRO service 
and used to create pseudonymised views or aggregates to be used for other 
secondary use purposes, as set out below.  

• Secondary Use Purposes - Aggregate and/ or pseudonymised patient level data 
may be used for analysis to support CCG functions including Commissioning, 
Service planning and evaluation, Capacity Planning, Benchmarking, Health Needs 
Assessment / Equity, Research, Management of Health & Social Care Services, 
Preventive Medicine, Equalities Act and Health Inequalities monitoring 

• Publication rules will be adopted to ensure confidentiality issues, data sources, data 
quality, audit trails are sufficiently addressed / documented in published information 

• Aggregate data will usually be available to the public unless falling under Freedom 
of Information act exemptions 
  

 
4.5 Freedom of Information 
 
The CCG is obliged to meet the requirements of the Freedom of Information (FOI) Act.  
It achieves this by: 

• Publishing an up-to-date ‘Publication Scheme’ on the Internet 

• Ensuring all staff are aware of the procedure for dealing with FOI requests 

• Responding to FOI requests within the statutory timescales   
 
 
 
 

https://digital.nhs.uk/services/national-data-opt-out
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5.  Monitoring effectiveness of the policy/procedural document 
 
Implementation and Responsibilities 
 
Lead  
The CCG IG Lead will take a lead on implementation of this Policy in conjunction with the 
Information Governance Group and report progress / issues to the Governance Sub 
Committee.  
 
Managers and Information Asset Owners 
The CCG will ensure that all employees and non CCG employees with access to CCG 
information (data) are made aware of information governance issues, policies and 
procedures.   This will be done through induction processes (corporate and local), the 
provision of training and day-to-day management of individuals. 
 
All staff 
Individuals have a responsibility to familiarise themselves and comply with this policy and 
relevant procedures. They should ask for clarification where such requirements are not 
understood.   Further information can be obtained from their line manager in the first 
instance, or from a manager with information governance responsibilities.     
 
Failure to comply with these policies and procedures may have serious consequences for 
the care of service users, the organisation or the individual concerned.   This may include 
the individual being subject to civil, criminal or disciplinary proceedings. 
 
The CCG could face a fines of up to €20 million or 4 % of turnover from the Information 
Commissioners Office as a result of a serious data breach 
 
 
6. Review 

 
Include the standard statement: 

 
This document may be reviewed at any time at the request of either staff side or 
management, but will automatically be reviewed after twelve months and thereafter on a bi-
annual basis or when a change in legislation dictates. 
 
This policy will also be reviewed in the light of the National Data Guardian’s “Review of data 
security, consent and opt-outs” (also known as Caldicott 3) as implementation guidance is 
made available. 
 

 

7. References and links to other documents 

Legislation 
 
There are several acts and national guidance that Information Governance abides by.  
These include: 
 

• The Data Protection Act  

• General Data Protection Regulation 

• Human Rights Act 1998 
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• The Freedom of Information Act 2000 

• The Computer Misuse Act 1990 

• The Common Law Duty of Confidentiality 

• The NHS Confidentiality Code of Practice 

• Caldicott guidance 

• Protection of Freedoms Act 2012 

• Health and Social Care Act 2012 

• Health and Social Care (Safety and Quality) Act 2015 

•  

8. Equality & Diversity Statement   

NHS Sheffield CCG aims to design and implement services, policies and measures that 
meet the diverse needs of our service population and workforce, ensuring that none are 
placed at a disadvantage over others. It takes into account the Human Rights Act 1998 and 
promotes equal opportunities for all. This document has been assessed to ensure that no-
one receives less favourable treatment on grounds of their gender, sexual orientation, 
marital status, race, religion, age, ethnic origin, nationality, or disability. Members of staff, 
volunteers or members of the public may request assistance with this policy if they have 
particular needs. If the person requesting has language difficulties and difficulty in 
understanding this policy, the use of an interpreter will be considered. 
 
Following an initial Equality Impact Assessment screening we confirm no person, either 
individually or by group, would be discriminated against by this policy.  
 
 NHS Sheffield CCG embraces the six staff pledges in the NHS Constitution. This policy is 
consistent with these pledges. 

9. Disability Confident  

NHS Sheffield CCG has been accredited with the Disability Confident Award – level 1.  This 
is in recognition of meeting the commitments regarding employment of disabled people and 
permits the organisation to use the Disability Confident logo on all of its stationery.    The 
Disability Confident symbol should be added as a footer to all policies / procedural 
documents. 
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.      

 
 

NHS Sheffield CCG Equality Impact Assessment 2016 
 

Equality Impact Assessment 
 

Title of policy or service: 
Information Sharing Policy 

Name and role of officer/s completing  
the assessment: 

Sandie Buchan, Head of Information, Performance & PMO (Sheffield CCG) 
Gershon Nubour, Information Governance Manager (eMBED) 

Date of assessment: 02nd February 2020 

Type of EIA completed:        Initial EIA ‘Screening’  ☒   or    ‘Full’ EIA process  ☐            Type of EIA completed:        

 

 

1. Outline 
Give a brief summary of your policy or 
service 

• Aims 

• Objectives 

• Links to other policies, including 
partners, national or regional 
 

 

Sets out clear rules about what information may or not be shared with others and for what purposes 
 

Links to other policies are within the policy 
 

 
Identifying impact: 

• Positive Impact:  will actively promote or improve equality of opportunity; 

• Neutral Impact:   where there are no notable consequences for any group; 
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• Negative Impact: negative or adverse impact causes disadvantage or exclusion. If such an impact is identified, the EIA should ensure, that 
as far as possible, it is justified, eliminated, minimised or counter balanced by other measures. This may result in a ‘full’ EIA process. 

 

2. Gathering of Information  
This is the core of the analysis; what information do you have that might impact on protected groups, with consideration of the General Equality Duty.  

  
 
 

(Please complete 
each area) 

What key impact have you identified? For impact identified (either positive an or negative) give details below:  

 
Positive 
Impact  

 
Neutral 
impact 

 
Negative 
impact 

How does this impact  
and what action, if any, do you need 

to take to address these issues? 

What difference  
will this make? 

Human rights ☐ ☒ ☐   

Age ☐ ☒ ☐   

Carers ☐ ☒ ☐   

Disability ☐ ☒ ☐   

Sex ☐ ☒ ☐   

Race ☐ ☒ ☐   

Religion or belief ☐ ☒ ☐   

Sexual orientation ☐ ☒ ☐   

Gender 
reassignment 

☐ ☒ ☐   

Pregnancy and 
maternity 

☐ ☒ ☐   

Marriage and civil 
partnership (only 
eliminating 
discrimination) 

☐ ☒ ☐   

Other relevant 
groups 

☐ ☒ ☐   

HR Policies only: 
Part or Fixed term 
staff  

☐ ☒ ☐   
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IMPORTANT NOTE:  If any of the above results in ‘negative’ impact, a ‘full’ EIA which covers a more in depth analysis on areas/groups 
impacted must be considered and may need to be carried out.  

 
 
 
Having detailed the actions you need to take please transfer them to onto the action plan below. 

3. Action plan 

Issues/impact identified Actions required 
How will you measure 

impact/progress 
Timescale Officer responsible 

 
 

    

 
 

    

  
 

   

 
 

4. Monitoring, Review and Publication 

When will the proposal be 
reviewed and by whom? 

Lead / Reviewing  
Officer: 

Information Governance 
Manager  
 
Information Governance 
Group (Sheffield CCG) 

Date of next Review: March 2022 

 

 
 
 

 


