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1.
Purpose/ Application
The purpose of this policy is to provide CCG employees and members with an overview of requirements for participation in social media. 
It covers: 
· The use of CCG owned social media accounts during work time and other uses of social media for work purposes in work time

· The use of individual social media accounts for private purposes outside of work time, in which the author’s CCG affiliation is known, identified, or presumed 
· It does not apply to content that is non CCG related or is otherwise unrelated to the CCG.

2.
Scope/Coverage 

This policy applies to NHS Sheffield CCG employees, members and representatives.
3.
The use of individual social media accounts for private purposes outside of work time, in which the author’s CCG affiliation is known, identified, or presumed 

If employees and associates have personal social media accounts and it can be identified from these accounts that they are employed by the CCG, they must not say or do anything that brings the CCG into disrepute.  To do say may result in disciplinary action.

NHS Sheffield Clinical Commissioning Group (CCG) recognises that whether or not you as an individual choose to create or participate in an online social network or any other form of online publishing or discussion is your own business. The views and opinions you express are your own.

As an employee or associate of NHS Sheffield CCG it is important to be aware that posting information or views about the organisation can not be isolated from your working life. Any information published online can, if unprotected, be accessed around the world within seconds and will be available for all to see.

When using social media in your personal lives please consider the following:

· You are personally responsible for any content you publish. 

· We need to maintain both patient and colleague confidentiality as outlined in  Confidentiality Code of Conduct and the Information Governance Policy
· Do not let your use of social media interfere with your job and always access in your own time. 

You should be aware that information posted online is subject to precisely the same laws of defamation and libel as that which is published in hard copy. Therefore, you can be sued for libel for any defamatory statements you post about other individuals or organisations. You should be aware that this is a personal liability.

4.
The use of CCG owned social media accounts during work time and other uses of social media for work purposes in work time

Social media may be used by CCG employees and associates for business-related purposes subject to the restrictions set forth in this policy. These restrictions are intended to ensure compliance with legal and regulatory restrictions and privacy and confidentiality agreements. 

Employees are expected to adhere to the communication and engagement strategy, data protection, patient confidentiality and respective HR policies when using or participating in social media. 

CCG owned social media accounts. These accounts must focus on subjects related to the organisation and be branded as belonging to the CCG.

Be Respectful.   Employees may not post any material that is obscene, defamatory, profane, libellous, threatening, harassing, abusive, hateful, or embarrassing to another person or entity 

Abide by the law and respect copyright laws. Employees may not post content or conduct any activity that fails to conform to any and all applicable legislation. For CCGs and employee protection, it is critical that everyone abide by the copyright laws by ensuring that they have permission to use or reproduce any copyrighted text, photos, graphics, video or other material owned by others.   

Proprietary Information. Employees may not disclose any confidential or proprietary information of or about the CCG, its partners, providers, commissioners or suppliers, including but not limited to business and financial information, 

Patient Confidentiality.  Employees may not use or disclose any member/patient identifiable information of any kind on any social media without the express written permission of the patient. Even if an individual is not identified by name within the information you wish to use or disclose, if there is a reasonable basis to believe that the person could still be identified from that information, then its use or disclosure could constitute a breach of patient confidentiality.
Speaking on behalf of the organisation. When the CCG wishes to communicate publicly – whether to its providers or to the general public – it has well-established processes to do so. Only those officially designated by the CCG have the authorisation to speak on behalf of the organisation.  

The trust of those with whom you are engaging. The CCG trusts – and expects – its employees to exercise personal responsibility whenever they blog or participate in any social media medium. This includes not violating the trust of those with whom they are engaging. 

Best practice. 
· Identify yourself:  Name and, when relevant, your position with the CCG do not use pseudonyms or post anonymously.  
· Take responsibility:  You are personally responsible for your post. Be mindful that what you write will be public for a long time.  
· Speak in the first person – Use your own voice; bring your own personality to the forefront.

· Be accurate – Respect the facts and link to the trusted sources that validate your opinions. 
· If you make an error, be up front about your mistake and correct it quickly. If you choose to modify an earlier post, make it clear that you have done so. Do not delete posts. 

5.
When to involve communications representatives. 
If you see misrepresentations made about the CCG via social media, alert the CCG’s communications representatives. 
· If you’re about to post something that makes you uncomfortable, and the post is about CCG business, feel free to discuss your proposed post with the communications team or your colleagues. 
· If you are contacted by a journalist or someone from the media about your online publications that relate to the organisation. You should seek advice from your line manager and the communications professional before responding.
· If you become aware of breaches to the guidelines that may bring the organisation or staff into disrepute alert your communications colleague.
Appendix 1

Definitions 

Social media - Includes but are not limited to blogs, podcasts, discussion forums, on-line collaborative information and publishing systems that are accessible to internal and external audiences (i.e., Wikis), RSS feeds, video sharing, and social networks like Facebook and twitter 

Blog – Short for “Web log,” a site that allows an individual or group of individuals to share a running log of events and personal insights with online audiences. 

Podcast – A collection of digital media files distributed over the Internet, often using syndication feeds, for playback after the event.  Podcasts are NOT livestream video.

RSS feeds or Syndication feeds - A family of different formats used to publish updated content such as blog entries, news headlines or podcasts and “feed” this information to subscribers via e-mail or by an RSS reader. This enables users to keep up with their favourite Web sites in an automated manner that’s easier than checking them manually (known colloquially as “really simple syndication”). 

Wiki - allows users to create, edit, and link Web pages easily; often used to create collaborative Web sites (called “Wikis”) and to power community Web sites.
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